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SUMMARY

The article analyzes the possibilities of modeling the state security. The connection between the economic, political, military and
technological sphere of the public administration is determined. The requirements for the models of the state security that should be in
line with the principles of openness, comprehensiveness, object-orientation, accessibility for understanding are explored.

The state security model must reproduce the real processes that characterize its state. The study of the structure of the models of the
state security has been conducted, which has led to the establishment of a lack of comprehensive approaches to assessing the overall
level of security of the country.

Also, the article presents a number of scientific disciplines that are used in the process of modeling the state security. These include:
mathematical sociology, economic cybernetics, political cybernetics, public administration, econometrics, software engineering, legal
cybernetics.

A number of components are described that characterize the main spheres of the state security modeling.

The principles of assessing the economic security, which are presented in the methodology for calculating the level of economic
security developed by the Ministry of Economy, are considered. This indicator covers all the spheres of the economic activity in
Ukraine and is constantly evaluated by this agency.

In general, the article highlights the need for a comprehensive system for monitoring the national security based on existing
approaches to the analysis of its components.
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AHAJIN3 MOJIEJIEM OBECIIEYEHUSA TOCYJIAPCTBEHHOM BE3OITACHOCTH

Tuxon SIPOBOM,
KaHauaaT HayK 110 roCcy1apCTBEHHOMY YIIPABJICHUIO, JOLECHT,
JIOLEHT Ka(eaps! MyOINIHOTO a IMIHUCTPUPOBAHNS MeXXpPETrHOHATBPHON AKaIeMUN YIIPABICHHS TIEPCOHATIOM

AHHOTADNUA

B crarbe npoBesieH aHaNU3 BO3MOKHOCTEH MOZEIMPOBAHUS TOCYAapCTBEHHOU OesomacHocTH. OmnpeseneHa CBA3b MEXKIY KO-
HOMHYECKOH, MOJUTUYECKOM, BOCHHOW M TEXHOJIOrHMYECKOW cepoil rocymapcTBeHHOro ympasinenus. MccinenoBansl TpeOoBaHus K
MOJIEJISIM TOCYJAPCTBEHHOM 0€3011aCHOCTH, KOTOPBIE JI0KHBI COOTBETCTBOBATH MPUHILIUIIAM OTKPBITOCTH, KOMIIIIEKCHOCTH, 0OBEKTHO-
OpPHEHTHUPOBAHHOCTH, JIOCTYITHOCTH JIJISl IIOHUMAHNSI.

Mogenp 6e301acHOCTH roCyAapcTBa JOJKHA BOCHIPOU3BOIUTE peajbHbIe NPOLECCHI, XapakTepusytouue ee cocrosiuue. [Ipose-
JICHO HCCIIEIOBAHNE CTPYKTYpPBl MOJIENIel rOCylapCTBEHHOH O€30IacHOCTH, YTO B PE3ysbTaTe IO3BOJIMIO YCTAHOBUTH OTCYTCTBHUE
KOMILIEKCHBIX ITOAXO/I0B K OLICHKE OOIIETO YPOBHSI 3aIIAIIIEHHOCTH CTPAHBL.

Takxe B CTaTbe NMPEACTABICH PSAJl HAYYHBIX JUCLUILINH, HCHOJIB3YEMBIX B IIPOLIECCE MOJCINPOBAHUS TOCYIapCTBEHHOM Oe3omnac-
HoctH. K TakuM cliieyeT OTHECTH: MareMaTHYecKyl0 COLMOJIOTHIO, S3KOHOMUYECKYI0 KHOSpPHETHKY, MOJUTHYECKYI0 KHOEPHETHKY,
TOCYJapCTBEHHOE YIpaBICHNE, YKOHOMETPHKY, HHXKEHEPHIO TPOTPAMMHOTO 00ECTICUCHHS, IOPHINIECKYIO0 KHOSPHETHKY.

OrmpezienieH psisi KOMIIOHEHTOB, KOTOPBIE XapaKTePU3YIOT OCHOBHbIE Chepbl MOAECIMPOBAHHS TOCYJaPCTBEHHOM 0€3011aCHOCTH.

PaccMOTpeHbI IPUHIUIIBI OLIEHKH SKOHOMHUYECKOH 6€30MacHOCTH, KOTOPBIE IIPEACTABICHbI B METOAMKE PACUeTa YPOBHS 3KOHOMH-
yecKoi 0e301acHOCTH, pa3pabOoTaHHOTO MUHHCTEPCTBOM SKOHOMUKH. JIaHHBIN MMOKa3aTelh OXBAaTHIBAET BCE C(EPhl IKOHOMUUECKOM
NeATEeIbHOCTH B YKpAHHE, KOTOPbIE MTOCTOSHHO OLIGHUBAIOTCS STUM BEJOMCTBOM.

B nenom crarbs ocBelaeT HEOOXOAUMOCTb CO3/IaHUSI KOMIUIEKCHONW CHCTEMbl MOHUTOPHMHIA HAI[MOHAJIBHOW 0€30MacHOCTH Ha
OCHOBE YK€ CyLIECTBYIOIINX TTOJX00B K aHAIN3y €€ COCTaBIIIONINX.

KiioueBble cj10Ba: MOZIENN, CUCTEMbI TOCYAaPCTBEHHON 0E30IIaCHOCTH, TOCYJAPCTBEHHOE YIIPABICHUE, MPakaaHe, 00IECTBO.

Formulation of the problem.
The level of security in the country can
be defined as the probability of occur-
rence of negative events that entails cer-
tain losses and damages. There are two
ways to determine this level: the estab-
lishment of relationships between the cir-
cumstances on the basis of which logical
conclusions can be drawn and based on
the results of statistical studies. None
of them can be considered as an empirical

research method, since it is almost impos-
sible to take into account all the factors
that affect the state security. However,
using state-of-the-art imitation modeling
of various processes, including political,
economic, social, military, etc., the state
of security can be set to a high degree
of probability.

Unfortunately, in Ukraine there is
no methodology for integrated modeling
of the national security. The mass media

does not represent objective indicators
to assess its level. The critical indicators
of the threats in one or another sphere are
not defined, nor complexes are created for
such modeling, based on the algorithms
of which objective data from different
sources should be used, the vast majority
of which are freely available. Therefore,
most civil society does not participate in
such studies, which reduces the lobbying
of the state security issues to no avail.



Analysis of the recent publications
and research. According to G. Friedman,
security forecasting processes are not
carried out at the expense of work with
sources, but through modeling, which is
based on the notion that there is no differ-
ence between the economic, political, mil-
itary and technological spheres. The basis
of political analysis must be predictability
[1, p. 73].

Considering modeling, as a method
of studying various phenomena, social,
economic, political and other processes,
it should be noted that the main purpose
of the model is to reproduce the original
of the object to which the modeling is
applied.

In the field of the state security, mod-
eling should be carried out taking into
account internal, external, real and poten-
tial threats that are the main objects
of research in the modeling of the state
security system. In addition, the mode-
ling objects should include conditions
in which these dangers can be trans-
formed into threats, losses and damag-
es. Also, a significant number of factors
that act on both the threats themselves
and the objects of protection should be
taken into account. Thus, the question
of the diagnosis of the security of a num-
ber of objects of national interest for
the country should be solved not only
expertly, but also with the use of accurate
mathematical methods based on mathe-
matical modeling.

Taking into account that the modern
challenges are more informative in nature,
where the tools of struggle in information
wars and means of conducting information
operations are social engineering technol-
ogies, computer engineering and digital
systems, it is difficult to imagine a national
security modeling without the use of exact
mathematical methods. The disciplines
of this scientific direction include mathe-
matical sociology, economic cybernetics,
political cybernetics, public administra-
tion, econometrics, software engineering,
legal cybernetics, and others like that. On
the practical and theoretical level, more
broadly, these questions were solved by
the researchers V. Horbulin, O. Dodonov,
D. Lande [2].

The problem of complex nation-
al security modeling remains open, not
because there are no possibilities for
interpretation to solve it, but because new
factors of security influence appear every

minute, new links between these factors
are created, threats are transformed.

Therefore, among the scientists
the national security model has been adopt-
ed for a number of components that charac-
terize the relevant area of the public admin-
istration. These include external economic
processes, internal politics, economic com-
ponents, geopolitical, and others.

Thus, for example, H. Vynokurov pro-
posed a model for calculating the geopo-
litical potential of a country at a certain
point in time (1).

G (1)0,5(1X3," ) XFXE X7, (1)

where:

where X, (i =T, D, E, M) — share
of the state in global indicators (territo-
rial, demographic, economic and mili-
tary).

The values of the degree indices in
the proposed formula were calculated by
the method of least squares, with data for
the particles X, taken from the correspond-
ing statistics obtained by the scientists (in
relation to the leading countries) [3].

V. Shumov proposed a model
of regional security that is a component
of the national security the main com-
ponents of which were the indicators
of the development and preservation
of the potential of national resources.

u; =w;*q; , 2
where:

w, — function of sovereignty of i-th
state;

q, —function of preserving the nation-
al resources of the i-th state [4, 5].

Also, the scientist offers comparative
models that characterize the level of sov-
ereignty of the country [6]:

® I-o
Z, S,
= i i 3
" [Zmax ] (Smax ] ' ( )

where:
Z,— population of the i-th country;
S.—its area;

S .. — area of the largest country in
the world;

Z — size of the largest country in
the world;

o — parameter of the importance
of the demographic factor.

The parameter of the importance
of the demographic factor is calculated in
the expert way (weighted coefficient).

In addition to the area and demograph-
ic features of the country, its national secu-
rity characterizes the level of the techno-
logical development, that, taking into
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account the above indicators, can be rep-
resented as a product of two coefficients:
w, =AW, A >1, “)
where:

2, — an indicator that reflects the level
of technological development;

Wy —basic sovereignty of the country.

In this model one can also take into
account the index of innovations, that,
according to the world standards, pro-
vides detailed indicators on innovations
in 126 countries, which make up 90.8%
of the world’s population and 96.3%
of world GDP, and embodied in the open
project Global Innovation Index (GII) [7].
This index is determined by more than
80 indicators that characterize the broad
vision of innovation, including the politi-
cal environment, education, infrastructure
and business complexity.

Since the Global Innovation Index GII
takes values from 0 to 1, the expression
for the indicator can be represented as fol-
lows:

A=(141),0< L<1,X>0, ®)]
where:

I, — index of the social technologies
in the i-th country;

X — technological index.

The distribution of Pareto [8] is used
quite often in the study of the social, eco-
nomic, physical and other phenomena in
the public administration. This distribu-
tion is one of the varieties of the statistical
analysis, where the function and density
of the random variable x>x,>0 obeys
the Pareto law, and has the following form:

F(a,x,,x)=1 7(%}1 ,f (a,x0,x) =

1+a
=1-[ﬁj ,a>0
X

where:

X, X, — value of the random variables
of a particular sample;

a — scale of this sample.

There are approaches to modeling
the national security where an assessment
of the overall level of threats and dangers is pro-
posed. So, H. Sytnyk proposed his own model
for determining the readiness of the country to
confront the negative influences.

Yi(t)=U,,,i(t)/U,,i(1)

Y,i(t)=A,,i(t)/ And,i(t
provided if U,,i(t)> U ,,,i(
or A,,i(t)> And,i(t)
where:

Y,i(t) —potential of the national secu-
rity system at the time t, in the area that

. (6)

), (D
)

1),
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belongs to the group of priority measures
for countering threats;

Y,i(t) — degree of adequacy
of the protective mechanisms of the coun-
try at the time t, in the field of the national
security, belonging to the group of sec-
ondary measures of the countering threats;

U,,i(t) — expected (forecasted) loss-
es of the country in the i-th sphere of its
national security at the time t;

U,,i(t) — value of the country’s
maximum allowable losses in the i-th
sphere of its national security at the time t;

A,,i(t) — anticipated losses in
the i-th sphere of the national security
of'the state — taking into account measures
to minimize them;

at time t;

And,i(t) — critical-minimum value
of unacceptable losses in the i-th sphere
of the national security of the state
at the time t.

Of course, the presented general
structure of this model can be imple-
mented in practice, but the greatest diffi-
culty in assessing the level of the threats
and dangers are the components of this
model, which are not presented here.
Therefore, the most urgent tasks of mod-
eling national security, both at the scien-
tific and practical level, should focus on
the elements of such moles. In modern
conditions of an informative society it
is expedient to establish the relationship
between the real processes that affect
the state of security, determine its lev-
el quantitatively not only according to
the experts’ estimates, but also using
the real statistical indicators, where
the material role is played by the finan-
cial possibilities to counteract the threats
and dangers.

In large measure, the state
of the national security has a direct pro-
portional dependence on its economic
security, since the above measures to
counteract negative factors have their
value. Unlike the mathematical mod-
els of the national security, the mod-
el of the economic security in Ukraine
has a legal framework. Thus, in 2007,
the Ministry of Economy of Ukraine
developed a methodology for calculat-
ing the economic security of Ukraine in
accordance with the order of the Ministry
of Economy No. 60 of 02.03.2007, which
was abolished in 2013 [9]. According
to this method, the level of the econom-
ic security is determined by a number

\/.

of criteria that are embodied in the form
of an integral indicator.

Thus, the main components of such
an index are:

1) industrial safety;

2) demographic security;

3) energy security;

4) foreign economic security;

5) investment and innovation safety;

6) macroeconomic security;

7) food security;

8) social security;

9) financial security.

10) Financial security, which in turn
includes the following components:

1) banking security;

2) security of the non-bank financial
market;

3) debt security;

4) budget security;

5) currency security;

6) monetary security.

The integral index itself is determined
hierarchically. At the lower level, there
are separate indices, on the upper level,
a generalized index.

For each sphere of security, the inte-
gral indicator is calculated by the formula:

I, = ;diyr' > (®)

where:

1, — aggregate indicator / subindex
of the m-th area of the economic security,
wherem=(1,2,3...9);

d, — weighting factor determin-
ing the contribution of the i-th indicator
to the integral index of the component
of the economic security;

Yi —normalized evaluation of the i-th
indicator.

The general integral indicator
of Ukraine’s economic security (1) is cal-
culated according to the formula:

1, = delm (8)

where:

d, — weighting factor determining
the degree of contribution of the index /
subindex of the m-th area of the economic
security to the integral index of the eco-
nomic security of Ukraine;

I, — aggregate indicator / subindex
of the m-th area of the economic security,
wherem=(1,2,3...9).

The annex 1 of the recommendations
for calculating the level of economic
security in Ukraine provides sources that
can be used to obtain settlement data
[9], among which the essence of each
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economic security field of the country is
widely disclosed by possible evaluation
criteria.

The Ministry of Economy conducts
relevant calculations that can be obtained
formally by contacting the department. Thus,
at the request of the citizen Yu. Sydorenko
to the Ministry of Economic Development
and Trade of Ukraine in order to provide
information on the level of economic security
of the country during 2010-2016, the answer
was given, where this indicator was within
the average level (Fig. 1).

Considering these models, one should
pay attention to the fact that there are
no common approaches to resolving
issues of the state security modeling
today. The essence of the economic
security of Ukraine, as a component
of the national security, is described in
detail in the methodology proposed by
the Ministry of Economy of Ukraine,
taking into account a number of socio-
economic, demographic, technological
and financial indicators.

Unsolved earlier parts of the general
problem. The problem of modeling
the state security is the need to combine
different valuation approaches to each
administration area, to create common
criteria for evaluation and to coordinate
them with the changes that are taking
place very quickly in the information
environment of the country.

The models studied are of a general
nature, which do not always make it
possible to assess the impact of the risks
of the development of the domestic
and world economy on the level
of the national security of the country,
the impact of demographic, social,
military and other factors. They have
a more abstract nature, where the internal
political, interethnic and other problems
of Ukraine’s development are ignored.
Therefore, closer scope of national
security should be applied to more
approximate models with a high level
of detail of the variables.

Thepurposeofthearticleisto: analyze
the models of the state security, evaluate
the possibilities of their application
to solve the issues of establishing its
quantitative level, which characterizes
all the areas of the public administration.
Providing proposals for the creation
of a comprehensive system for assessing
the security of the state based on existing
approaches.
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Fig. 1 Dynamics of the changes in the integral level of the economic security
of Ukraine and by individual components, % (2010-2016)

Developed on a source [10].
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Fig. 2 Indicators of probable losses for the country that can be considered
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in the model of the national security of Ukraine
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Presentation of the main research
material. The models that describe
the state of the national security are very
generalized, should be improved, taking
into account the high level of detail.
Therefore, a more detailed description
of those processes affecting the level
of security in the country should be made.
According to the decision of the National
Security and Defense Council of Ukraine
dated May 6, 2015 “On the Strategy
of the National Security of Ukraine”,
that, according to the Presidential Decree,
was put into effect, identified the main
threats to the national security [11]. Thus,
according to this document the current
threats to the national security of Ukraine
to date are:

1) aggressive actions of Russia;

2) inefficiency of the system
of ensuring national security and defense
of Ukraine;

3) corruption and ineffective system
of the public administration;

4) economic crisis, depletion
of the financial resources
of the state, decrease of the living
standards of the population;

5) threats to energy security;

6) threats to information security;

7) threats  to  cyber  security
and security of the information resources;

8) threats to the security of the critical
infrastructure;

9) threats to environmental safety.

The evaluation of each of them can be
done by a series of criteria and indicators.

The most relevant are listed in
the document.

Taking into account the already
existing approaches to creating models
of evaluation of certain spheres
of the public administration, it is
expedient to generalize them into

a single system of monitoring the level
of the national security of Ukraine. For
example, for the analysis of the economic
component of the national security it
is more expedient to use modern tools
of the economic analysis, for research
of the social processes, the social
statistics, etc. Thus, it is necessary to
conduct a more in-depth analysis taking
into account the complex consideration
of the social, economic, environmental,
political, scientific and technical and other
factors.

From the point of view of the aspects
of the state security modeling considered,
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the information categories that can
be explored and taken into account in
the integrated model are presented in Fig. 2.

Based on the above, shown in Fig.
2 criteria can be described by the following
indicators: current unemployment rate;
current level of price growth; current value
of the country’s external debt; current
value of domestic debt of the country;
level of health care resources; level
of cultural security; level of education
and science; level of armament, military
and special equipment; level of material
security of the military personnel; level
of material security of the engineers
and technical personnel; minimum wage;
inflation rate; labour force; labour supply;
GDP; taxes; population; average wage;
number of private entrepreneurs average
per capita income; deficit of the state
budget; budget surplus of investment;
total income of the population; number
of higher educational establishments;
migration of personnel abroad; average
annual volume of scientific researches;
amount research funding; volume
of the state defense order; renewal fixed
assets of the enterprises of military-
industrial complex; number of the contract
soldiers; export of weapons; training
and retraining costs; consumer price level;
money issue.

These indicators can be presented
quantitatively, which satisfies the need
for assessing the security of the state
and provides an opportunity for further
development of modeling of such systems.

Conclusion. The modeling of the state
security in the country should reproduce
the real processes that characterize its
state of protection from the external,
internal, potential and real threats
and dangers. The existing approaches
provide an opportunity to get a general
level of security, but the decisive attempts
to assess its state for the country are not
fully observed. The models have a more
abstract nature, where internal political,
interethnic and other developmental
issues are ignored. Therefore, to the scope

\/.

of the national security models with a high
level of detail of variables should be used
and a more profound analysis should be
taken into account, taking into account
the complex consideration of the social,
economic, environmental, political,
scientific and technical and other factors.

Typically, the state security modeling
takes place on the principles of scientific
induction — from individual components
to the general level, where the overall
level is formed in the form of an integral
indicator that represents the individual
indicators.

In order to optimize the results
ofassessing the level of security of the state
it is necessary to create a comprehensive
monitoring system based on
the existing approaches to the analysis
of its components.
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